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How does mDL work?

Sec. 6.2.3.1
“The server retrieval method relies 
on OpenID Connect that is not 
specific to mDL, or on WebAPI 
that relies on the generic mdoc 
data model.”

Sec. 6.1, Fig 1



Where does mDL 
data come from?



mDL Readers Must Support Both Modes

• Server Retrieval (Sec 6.3.2.4)



Server Retrieval

Sec 6.2.3.1; Figure 1

Is determined by data from the mDL



Tracking Policy

Section E 2.3



Server Retrieval Determined by mDL

Sec 6.3.2.1



Can’t we just setup Device Retrieval?



mDL Data Refresh Policy 



When do mDLs Get Updated?



General Overview

• Issuer 
• Sets up “Device Retrieval” system
• Issues mDLs for Device Retrieval

• Holder
• Holds mDL and presents to Verifiers

• Verifier
• Requests mDL presentation
• Determines Device Retrieval or Server Retrieval



Switching Models
• Issuer 

• Decides to move to a “Server Retrieval” system
• Updates mDLs for Server Retrieval

• Holder
• Holds mDL and presents to Verifiers

• Verifier
• Requests mDL presentation
• Determines Device Retrieval or Server Retrieval
• Sends Server Retrieval Token to Issuer

• Issuer
• Now, able to track usage of mDLs with Server Retrieval set



Do all mDLs get updated?



Can it get worse?

Issuer 
• Decides to issue both “Server Retrieval” and “Device Retrieval” mDLs
• Updates some mDLs for Server Retrieval

Who are the lucky mDL holders that get server retrieval?

Phone Home … for Targeted Tracking of mDL usage
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