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WIRELESS DEVICE MONITORING
SYSTEMS AND MONITORING DEVICES,
AND ASSOCIATED METHODS

CROSS-REFERENCE TO RELATED
APPLICATION

This application is a continuation-in-part from a U.S.
patent application Ser. No. 11/745,319, filed May 7, 2007, the
disclosure of which is incorporated herein in its entirety by
this reference.

GOVERNMENT RIGHTS STATEMENT

The United States Government has certain rights in this
invention pursuant to Contract No. DE-AC07-051D 14517
between the United States Department of Energy and Battelle
Energy Alliance, LLC.

TECHNICAL FIELD

The present invention relates to monitoring devices and
methods. More particularly, embodiments of the present
invention relate to monitoring devices and systems for detect-
ing the presence and identity of wireless communication
devices, as well as to associated methods.

BACKGROUND

Wireless devices and personal electronic devices (PEDs)
such as cell phones, Blackberries, two-way pagers, wireless
headsets, keyboards, etc., have become an integral part of
today’s lifestyle. This is especially true in the business world
where voice communication, e-mail, instant messaging, elec-
tronic calendars, etc., have become a standard way of con-
ducting business operations.

Although wireless devices are important tools for modern
businesses and organizations, such wireless devices also
introduce potential security threats. For example, it has been
recognized that wireless devices can be used as tracking
devices (via integrated GPS chips), staging areas for Denial of
Service (DoS) and other attacks, as well as “roving bugs”
wherein attackers remotely turn on device microphones to
eavesdrop. Accordingly, concerns have been raised regarding
use of wireless devices for espionage. For example, in a
corporate environment, when corporate executives or other
corporate members meet to discuss internal strategies and
operations, they wish to do so without the fear of inadvert-
ently divulging their entire meeting to competing corpora-
tions. One possible reaction to alleviate the threat created by
introducing wireless devices into proprietary meetings is to
completely ban such wireless devices from meeting rooms
and other sensitive areas of corporate or government activity.
This solution is unacceptable in many situations as meeting
participants often need to be reachable, even when they are in
meetings, as evidenced by the growing proliferation of
Research in Motion’s BLACKBERRY® devices, as well as
other similar devices.

BRIEF SUMMARY

Various embodiments of the present invention comprise
monitoring devices for detecting the presence and identity of
wireless devices in a specified area or location and for pro-
viding a warning or some other indication when an unautho-
rized wireless device is detected. In one or more embodi-
ments, the monitoring device may comprise a
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communications module and processing circuitry coupled to
the communications module. The communications module
may be configured to receive wireless communications of a
wireless device within a monitored area. The processing cir-
cuitry may be configured to process the wireless communi-
cations of the wireless device to determine whether the wire-
less device is authorized or unauthorized to be present at the
monitored area based on identification information of the
wireless device.

Other embodiments of the present invention comprise
monitoring systems for monitoring for the presence and iden-
tity of wireless devices in a specified area. One or more
embodiments of such systems may include at least one moni-
toring device including a communications module and pro-
cessing circuitry coupled to the communications module.

Still other embodiments comprise methods for monitoring
wireless devices entering or within a specified area or loca-
tion. One or more embodiments of such methods may include
detecting a wireless device within a monitored area. Identifi-
cation information may be obtained regarding the wireless
device. For example, the wireless device may be interrogated
and at least one reply may be received from the wireless
device responsive to the interrogations. Based on the obtained
identification information, the wireless device may be deter-
mined as authorized or unauthorized to be present at the
selected area.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram illustrating one or more moni-
tored area(s) with an associated wireless device monitoring
system.

FIG. 2 illustrates a block diagram of a configuration for a
monitoring device of the wireless device monitoring system,
according to one embodiment.

FIG. 3 illustrates an example of a monitoring device con-
figured according to one embodiment of a node device.

FIG. 4 illustrates an example of a monitoring device con-
figured according to one embodiment of a management
device.

FIG. 5 is a block diagram illustrating an arrangement of a
monitoring system configured to monitor a plurality of moni-
tored areas according to one embodiment.

FIG. 6 is a flow diagram illustrating verification operation
and components according to one embodiment.

FIG. 71s a flow diagram illustrating a method ofidentifying
a wireless device as authorized or unauthorized according to
one embodiment.

FIG. 8is a flow diagram illustrating a method of identifying
a wireless device as authorized or unauthorized according to
one embodiment.

DETAILED DESCRIPTION

In the following detailed description, circuits and functions
may be shown in block diagram form in order not to obscure
the present invention in unnecessary detail. Additionally,
block definitions and partitioning of logic between various
blocks as depicted is non-limiting, and comprise examples of
only specific embodiments. It will be readily apparent to one
of ordinary skill in the art that the present invention may be
practiced in a variety of embodiments implementing numer-
ous other partitioning solutions.

Also, it is noted that the embodiments may be described in
terms of a process that is depicted as a flowchart, a flow
diagram, a structure diagram, or a block diagram. Although a
flowchart may describe operational acts as a sequential pro-
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cess, many of these acts can be performed in another
sequence, in parallel, or substantially concurrently. In addi-
tion, the order of the acts may be re-arranged. A process is
terminated when its acts are completed. A process may cor-
respond to a method, a function, a procedure, a subroutine, a
subprogram, etc. Furthermore, the methods disclosed herein
may be implemented in hardware, software, or both.

Various embodiments of the present invention are directed
toward embodiments of a wireless device monitoring system
for detecting the presence and identity of wireless devices in
a specified area or location and for providing a warning or
some other indication when an unauthorized wireless device
is detected. FIG. 1 illustrates one embodiment of a wireless
device monitoring system 12 associated with one or more
monitored area(s) 10 to monitor for the presence of wireless
devices 14. Monitored areas 10, which may also be referred to
as secure areas, may comprise any areas wherein it may be
desired or important to obtain information regarding all
present wireless devices 14 and their use. By way of example
and not limitation, monitored areas 10 may include confer-
ence rooms, offices or manufacturing floors (e.g., of a corpo-
ration, government entity or other organization) in which
sensitive material may be discussed and/or shown. By way of
further example and not limitation, wireless devices 14 may
include personal electronic devices (PEDs) such as cell
phones, pagers, personal music players having wireless com-
munication capabilities (e.g., iPODS®), smart phones (e.g.,
BLACKBERRIES®), computers, wireless headsets, key-
boards, or any other device comprising or configured with
wireless communication capabilities.

In some embodiments, one or more monitoring device(s)
(discussed below) of monitoring system 12 may be posi-
tioned adjacent to respective point(s) of ingress and egress of
monitored areas 10 to provide wireless device monitoring
functions. In other embodiments, a single monitoring device
with extended range may be configured to monitor a plurality
of points of ingress and egress as well as other floor space or
areas of one or more respective monitored area(s) 10. Other
embodiments and/or applications of use are also possible.

Monitoring system 12 may be implemented in different
configurations according to respective different applications
and configurations of monitored areas 10 to be monitored. For
example, for applications where a single monitored area 10 is
to be monitored, monitoring system 12 may include a single
monitoring device (e.g., a node device 16 (FIG. 3)) config-
ured to provide wireless device monitoring and analysis func-
tions with respect to the single monitored area 10. For addi-
tional applications, including applications in which a
plurality of monitored areas 10 are to be monitored, monitor-
ing system 12 may include one or more monitoring devices
which communicate with a centralized monitoring device
(e.g., a management device 30 (FIG. 4)). The centralized
monitoring device may provide analysis of the information
provided by the plurality of monitoring devices. In another
embodiment, the centralized monitoring device may commu-
nicate with devices external of the monitoring system 12 (for
example external devices associated with another corporation
or other organization) and which implement one or more
analysis aspects of the disclosure. Details of these embodi-
ments are described below and monitoring system 12 may be
implemented differently in other embodiments apart from the
examples described herein.

FIG. 2 illustrates a configuration for a monitoring device
15 of the monitoring system 12, according to one embodi-
ment. As illustrated, a monitoring device 15 may include a
communications module 20 which may also be referred to as
communications circuitry, processing circuitry 22, storage
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media 24 which may also be referred to as storage circuitry,
and an indication module 26 which may also be referred to as
indication circuitry. Other arrangements within the scope of
the invention are contemplated, including more, fewer and/or
alternative components.

The communications module 20 is configured to imple-
ment wireless and/or wired communications of monitoring
device 15. For example, in some embodiments, communica-
tions module 20 may be configured to communicate informa-
tion bi-directionally with respect to wireless devices 14 as
well as other devices of monitoring system 12. The commu-
nications module 20 may be coupled with an antenna 17 and
may include wireless transceiver circuitry for wireless com-
munications with wireless devices 14 and may also include as
a network interface card (NIC), serial or parallel connection,
USB port, Firewire interface, flash memory interface, floppy
disk drive, or any other suitable arrangement for communi-
cating with respect to public (e.g., Internet) and/or private
networks or other wired arrangements.

In some embodiments, the communications module 20
may be configured to detect wireless communications of
wireless devices 14, send and/or receive wireless communi-
cations of the wireless devices 14 within a monitored area 10,
send and/or receive communications to/from one or more
other monitoring devices of monitoring system 12 as well as
external devices, and/or communicate with one or more tele-
communications provider(s) 60 (FIG. 6). By way of example
and not limitation, the communications module 20 may
include an RF detection module configured for detecting RF
signals from wireless devices 14 within a monitored area 10.
The communications module 20 may also include an RF
interrogation module configured to communicate with wire-
less devices 14 by outputting wireless communications to
wireless devices 14 and receiving responsive wireless com-
munications from wireless devices 14. Furthermore, a system
communication module 36 or a node device communication
module 46 may be included and configured to communicate
with other devices of monitoring system 12 and an external
device communication module 48 may be configured to com-
municate with external devices 40 (FIG. 5). Finally, the com-
munications module 20 may include a telecommunications
(Telco) communication module 38 for communicating with
one or more telecommunications provider(s) 60.

In one embodiment, the Telco communication module 38
may be configured to implement communications with the
telecommunications provider 60. The communications mod-
ule 20 may be configured to communicate with the telecom-
munications provider 60 using any suitable communications.
For example, the communications module 20 may commu-
nicate with the telecommunications provider 60 using a net-
work of the telecommunications provider 60. In another
embodiment, the communications module 20 may commu-
nicate with the telecommunications provider 60 over a packet
switched network, land line or other suitable communications
channel. In one embodiment, the communications module 20
may operate as a femto cell to receive the wireless commu-
nications signals from the wireless device 14 and to forward
the communications received from the wireless device 14 to
the telecommunications provider 60 using a broadband con-
nection over the Internet.

In one embodiment, processing circuitry 22 is arranged to
obtain, process and/or send data, control data access and
storage, issue commands, and control other desired opera-
tions. Processing circuitry 22 may comprise circuitry config-
ured to implement desired programming provided by appro-
priate media in at least one embodiment. For example, the
processing circuitry 22 may be implemented as one or more
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of a processor, a controller, a plurality of processors and/or
other structure configured to execute executable instructions
including, for example, software and/or firmware instruc-
tions, and/or hardware circuitry. Embodiments of processing
circuitry 22 include a general purpose processor, a digital
signal processor (DSP), an application specific integrated
circuit (ASIC), a field programmable gate array (FPGA) or
other programmable logic component, discrete gate or tran-
sistor logic, discrete hardware components, or any combina-
tion thereof designed to perform the functions described
herein. A general purpose processor may be a microprocessor
but, in the alternative, the processor may be any conventional
processor, controller, microcontroller, or state machine. A
processor may also be implemented as a combination of
computing components, e.g., a combination of a DSP and a
microprocessor, a number of microprocessors, one or more
microprocessors in conjunction with a DSP core, or any other
such configuration. These examples of processing circuitry
22 are for illustration and other suitable configurations within
the scope of the invention are also contemplated.

The storage media 24 is configured to store programming,
such as executable code or instructions (e.g., software and/or
firmware), electronic data, databases, or other digital infor-
mation and may include processor-usable media. A non-lim-
iting example of a database may include information regard-
ing a plurality of wireless devices 14 which may be present in
one or more monitored areas 10. A storage medium may be
any available media that can be accessed by a general purpose
or special purpose computer. By way of example and not
limitation, a storage medium may comprise one or more
devices for storing data, including read-only memory (ROM),
random access memory (RAM), magnetic disk storage medi-
ums, optical storage mediums, flash memory devices, and/or
other computer-readable mediums for storing information.

Processor-usable media may be embodied in any computer
program product(s) or article of manufacture(s) which can
contain, store, or maintain programming, data and/or digital
information for use by or in connection with an instruction
execution system including processing circuitry in the exem-
plary embodiment. For example, suitable processor-usable
media may include any one of physical media such as elec-
tronic, magnetic, optical, electromagnetic, infrared or semi-
conductor media. Some more specific examples of processor-
usable media include, but are not limited to, a portable
magnetic computer diskette, such as a floppy diskette, zip
disk, hard drive, random access memory, read only memory,
flash memory, cache memory, and/or other configurations
capable of storing programming, data, or other digital infor-
mation.

At least some embodiments described herein may be
implemented using programming stored within appropriate
storage media described above and/or communicated via a
network or other transmission media and configured to con-
trol appropriate processing circuitry. For example, program-
ming may be provided via appropriate media including, for
example, embodied within articles of manufacture, embodied
within a data signal (e.g., modulated carrier wave, data pack-
ets, digital representations, etc.) communicated via an appro-
priate transmission medium, such as a communication net-
work (e.g., the Internet and/or a private network), wired
electrical connection, optical connection and/or electromag-
netic energy, for example, via a communications interface, or
provided using other appropriate communication structure or
medium. Programming including processor-usable code may
be communicated as a data signal embodied in a carrier wave,
in but one example.
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Indication module 26 is configured to generate an indica-
tion regarding the presence and identity of wireless devices
14 at the monitored areas 10. In one embodiment, indication
module 26 generates a human perceptible indication, such as
a silent alarm, a visual alarm and/or an audible alarm, at one
or more locations to indicate the presence and identity of one
or more wireless devices 14. Indication module 26 may
include a display to convey information regarding wireless
devices 14 to an operator. Indications may be used to indicate
a presence of authorized and/or unauthorized wireless
devices 14 at monitored areas 10.

As described above, monitoring device 15 may be config-
ured in a variety of ways according to the specific application.
FIG. 3 illustrates a monitoring device 15 configured accord-
ing to one embodiment of a node device 16. In this embodi-
ment, the node device 16 comprises a communications mod-
ule 20 configured to receive wireless communications of a
wireless device 14 within a monitored area 10. The commu-
nications module 20 is coupled to processing circuitry 22
which may be configured to process the wireless communi-
cations to determine whether the wireless device is authorized
or unauthorized.

The communications module 20 in some embodiments
includes an RF detection module 32, an RF interrogation
module 34, a system communication module 36 and a Telco
communication module 38. The RF detection module 32 may
be configured for detecting wireless communications of one
or more wireless devices 14. The RF interrogation module 34
may be configured to output wireless communications (e.g.,
an interrogation signal) and receive responsive wireless com-
munications (e.g., a response signal) from the wireless
devices 14, the processing circuitry 22 being configured to
determine whether the wireless devices 14 are authorized or
unauthorized using the replies. The system communication
module 36 may be configured for communicating wireless
communications, as well as other information, with at least
one other monitoring device 14 of system 12 which may be
configured to determine whether the wireless devices 14 are
authorized or unauthorized. Furthermore, the system commu-
nication module 36 in some embodiments may be configured
to communicate with one or more external devices 40. The
Telco communication module 38 may be configured for com-
municating with one or more telecommunications providers,
including forwarding the wireless communications to the one
or more telecommunications providers. If the wireless com-
munications of the wireless devices 14 are encrypted, the
Telco communication module 38 may also be configured for
receiving communications from the telecommunications pro-
vider including at least a portion of the wireless communica-
tions in an unencrypted format.

The node device 16 may further comprise one or more
storage media 24 configured to store information regarding
one or more authorized wireless devices 14. The storage
media 24 may comprise memory to which, inter alia, a data
base of subscriber data or other data s stored. The one or more
storage media 24 is coupled to the processing circuitry 22
such that the processing circuitry 22 may use the stored infor-
mation to determine whether the wireless device 14 is autho-
rized or unauthorized to be present at the monitored area 10.
An indication module 26 may also be included, the indication
module 26 being configured to generate an indication regard-
ing the presence of the wireless devices 14. The indication
module 26 may be operably coupled to at least one of a visual
indicator 42 (e.g., a light) and an audio transducer 44 (e.g., a
speaker).

FIG. 4 illustrates a monitoring device 15 configured
according to one embodiment of a management device 30.
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The management device 30 comprises each of the compo-
nents described above with regard to FIG. 2. The communi-
cations module 20 of the management device 30 is configured
to receive wireless communications of a wireless device 14
within a monitored area 10. In this embodiment, the commu-
nications module 20 receives the wireless communications
from at least one other monitoring device 15, such as a node
device 16. The communications module 20 may include a
node device communication module 46 for communicating
with the at least one other monitoring device 15. The com-
munications module 20 is coupled to processing circuitry 22
which may be configured to process the wireless communi-
cations to determine whether the wireless device 14 is autho-
rized or unauthorized. The communications module 20 also
includes an external device communication module 48 to
communicate with at least one external device 40, Further-
more, the communications module 20 includes a Telco com-
munication module 38 for communicating with one or more
telecommunications providers. The Telco communication
module 38 may forward the wireless communications of the
wireless devices 14 to a telecommunications provider and, if
the wireless communications from the wireless device 14 are
encrypted, the Telco communication module 38 may also
receive communications from the telecommunications pro-
vider including at least a portion of the wireless communica-
tions in an unencrypted format.

The management device 30 may comprise one or more
storage media 24 configured to store information regarding
one or more authorized wireless devices 14. The storage
media 24 may comprise memory to which, inter alia, a data
base of subscriber data or other data is stored. The one or more
storage media 24 is coupled to the processing circuitry 22
such that the processing circuitry 22 may use the stored infor-
mation to determine whether the wireless device 14 is autho-
rized or not. An indication module 26 may also be included
and configured to generate an indication regarding the pres-
ence of the wireless devices 14. The indication module 26
may be operably coupled to at least one of a visual indicator
42 (e.g., a light) and an audio transducer 44 (e.g., a speaker).

Referring to FIG. 5, an arrangement of monitoring system
124 configured to monitor a plurality of monitored areas 10 is
shown according to one embodiment. The arrangement of
monitoring system 12a includes a plurality of node devices 16
associated with and configured to monitor a plurality of
respective monitored areas 10. The node devices 16 are con-
figured to communicate with a management device 30,
which, in some embodiments, may be implemented as a
server. In some embodiments, the node devices 16 and the
management device 30 may be individually configured
according to the node device 16 illustrated in FIG. 3 and the
management device 30 illustrated in FIG. 4, respectively.

As illustrated in FIG. 5 and described in further detail
below, in some embodiments the node devices 16 may com-
municate with the wireless devices 14 and output communi-
cations to management device 30 for analysis. In one embodi-
ment (e.g., single organization application), the management
device 30 performs the analysis. In another embodiment (e.g.,
multiple organization application), the management device
30 may communicate with an external device 40 which per-
forms the analysis. In some arrangements, the monitoring
system 124 is implemented within one organization or entity
(e.g., corporation) and the external device 40 is associated
with a different organization or entity. Other embodiments are
possible.

Referring to FIG. 6, monitoring monitored areas for the
presence of wireless devices 14 is shown and described
according to one embodiment. Initially, a node device 16 is
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configured to monitor for the presence of a wireless device 14
at a respective monitored area 10, for example, adjacent to a
point of ingress of the monitored area 10. As described above,
the node device 16 may include a RF detection module 32
configured to detect wireless communications from wireless
devices 14. In one embodiment, node device 16 is configured
to scan frequencies of use of wireless devices 14 and may
detect wireless devices 14 by RF signals emitted therefrom
(for example when the wireless device 14 is communicating
with other devices or servers) and received by communica-
tions module 20 (FIG. 2). Additional details of detection of
wireless devices 14 according to one embodiment are
described in a co-pending U.S. patent application Ser. No.
11/460,662, filed Jul. 28, 2006 entitled “Radio Frequency
Detection Assembly and Method for Detecting Radio Fre-
quencies,” the disclosure of which is incorporated herein in its
entirety by reference.

Following the detection of a wireless device 14, node
device 16 may generate a communication to interrogate the
wireless device. The communication to the wireless device 14
may include an identifier (e.g., authentication ID) to the wire-
less device 14 which identifies the node device 16. The com-
munication may request identification information of the
wireless device 14. The communication may include one or
more challenges, such as “What is your unique device iden-
tifier (ID)?,” “Are you enrolled in a corporate PED server?”
and “Who is your corporate PED server?” In one embodi-
ment, the communication may include a request for device
authentication data, such as configuration information from
the wireless device 14 which corresponds to a present con-
figuration (e.g., all system files and settings) of the wireless
device 14.

In some embodiments, the wireless devices 14 may be
individually configured to implement operations in conjunc-
tion with the communication from the node device 16. For
example, wireless device 14 may include previously loaded
authentication software which configures the wireless device
14 to receive and process the communication from the node
device 16, gather the appropriate information, and return
appropriate replies to the node device 16. The authentication
software may include embedded digital signatures and/or
encryption keys to perform signing and/or encryption func-
tions. In response to the communication from the node device
16, the wireless device 14 may formulate a reply communi-
cation such as a digitally signed response. The response may
include a device identifier, an identifier of the corporate PED
server associated with the wireless device 14, the device
authentication data and/or additional information. The device
authentication data may include configuration information in
the form of an encrypted digital hash. In one embodiment, an
encrypted digital hash is determined by a wireless device 14
upon itself. For example, the wireless device 14 may use a
signing key specified by the corporate PED server to compute
a digital hash of its configuration information (e.g., internal
operating system files/data, user and/or CPS installed appli-
cations/data, etc).

In some embodiments, node device 16 may communicate
session tokens to the wireless devices 14 upon detection of the
wireless devices 14. Plural session tokens may be generated
as unique identifiers for respective interrogation sessions of
detected wireless devices 14. Wireless devices 14 may
include the respective session tokens in the computations of
the digitally signed responses. The session tokens may be
used to ensure that previous digitally signed responses of
wireless devices 14 are not archived for future use and may
preclude spyware or malware from masquerading as legiti-
mate wireless devices 14. When authenticating wireless
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devices 14, node device 16 may take into account previously
stored responses from respective wireless devices 14 and
respective session tokens when analyzing current responses
of wireless devices 14.

Furthermore, according to some embodiments, an inser-
tion point may be communicated from node device 16 to
wireless device 14 instructing wireless device 14 of where to
insert the session token into the hashing function (e.g., after
the 57 file, after the 25 file, etc.). Specifying the location of
the session token at a certain index according to one embodi-
ment may help preclude overload attacks against digital sig-
nature algorithms. Node device 16 may archive digital hashes
of individual files or setting groups as opposed to a single
hash of all information in one embodiment. Archiving may be
implemented when wireless devices 14 are registered into
service and at known system update times in some examples.

In another embodiment, node device 16 may initiate a
communication to wireless device 14 which includes a Node
Identification Value (NIV) upon detection of the presence of
wireless device 14. In one embodiment, the NIV may refer-
ence the communicating node device 16 without identifying it
directly. For example, a hash may be taken of an actual node
ID of the node device 16 and combined with a timestamp of
the request to form the NIV. The wireless device 14 may
decode the NIV and determine whether it is desired to reply or
not (an alarm may be issued if device 14 does not reply).
Some wireless devices 14 in this described embodiment may
be programmed to not divulge device identifiers, affiliations
with a company or a service, etc.

In particular, company policy, or other policy, may deter-
mine whether wireless device 14 responds to some, all, or
none of the received node interrogation requests and may be
configurable by the owner of wireless device 14, a node
administrator, or both. This capability to reply or not accord-
ing to one embodiment may reduce vulnerability of wireless
devices 14 to undesired tracking compared with tag devices
such as RFID or Bluetooth.

The wireless devices 14 may provide one or more commu-
nications in response to the communications or interrogation
from the node device 16. As mentioned above, the response
may include the device ID, as well as device authentication
data. The monitoring system may then determine whether the
wireless devices 14 is authorized or unauthorized to be
present at the monitored area 10. In some embodiments in
which just a single node device 16 is employed, the node
device 16 may be configured to perform the operations of the
management device 30 and the external device 40 of FIG. 6,
as described in more detail below. In such an embodiment, no
management device 30 or external device 40 is employed. In
addition, the operations of external device 40 may be imple-
mented within management device 30 in embodiments
wherein monitoring and analysis is performed within a single
organization or system. Therefore, depending upon the
embodiment, node device 16 may itself analyze the informa-
tion of the responsive communications to determine whether
wireless devices 14 are authorized or unauthorized, or the
node device 16 may communicate the responsive communi-
cations to a remote device (e.g., management device 30 or
external device 40 (if present)) for analysis.

The received device ID and device authentication data may
be analyzed by the node device 16, management device 30
and/or the external device 40 (depending upon the embodi-
ment of the monitoring system 12) to determine whether an
alarm or other indication is to be generated. In one embodi-
ment, the appropriate node device 16, management device 30
or external device 40 may include a database including a list
of wireless devices 14 authorized to be present in a respective
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monitored area 10. An alarm may be generated if the wireless
device 14 is not recognized as an authorized device. The
alarm or other indication may be generated by node device 16,
management device 30, external device 40 and/or other mod-
ules or circuitry.

In some embodiments, the device authentication data com-
prising configuration information of wireless device 14 is
analyzed to determine if any unauthorized changes have been
made to the configuration of an otherwise authorized wireless
device 14. For example, the appropriate device 16, 30, 40 may
use the device ID of the wireless device 14 to access stored
configuration information of the respective wireless device
14 from a database. The stored configuration information
may comprise information regarding a configuration of the
wireless device 14 at an initial moment in time (e.g., a hash of
the configuration information at a time of issuance of wireless
device 14 to an employee). In one embodiment, monitoring
system 12 performs operations at subsequent moments in
time (e.g., when wireless device 14 is detected at a location of
a monitored area 10) to verify that the configuration of the
wireless device 14 has not been modified since the initial
moment in time.

If the configuration of the wireless device 14 has been
changed, one or more of the devices 16, 30, 40 may issue an
alarm or other indication. The stored configuration informa-
tion may be in the form of a hash and the respective device 16,
30, 40 performing the device configuration analysis may
compare the stored hash with the hash provided by the wire-
less device 14 to determine whether the configuration has
been changed. If the respective device 16, 30, 40 determines
that the configuration has been changed, the respective device
16, 30, 40 may issue an appropriate alarm or indication. For
example, if an operating system file, a file installed by the
corporate PED server, or a controlled setting has been modi-
fied or if an application has been installed, the hash of the
received device configuration information will compute dif-
ferently than the stored hash indicating that the wireless
device 14 may have been modified by a malicious attacker or
otherwise compromised.

In some employment scenarios, some wireless devices 14
may implement wireless communications where some of the
information being communicated is not encrypted and can be
received and directly read by monitoring system 12 in deter-
mining whether the wireless device 14 is authorized to be
present at the location being monitored. For example, at least
some of the content of GSM wireless communications is not
encrypted and may be readily received and read by the moni-
toring system 12. In other wireless devices, some or all of the
information being communicated via wireless communica-
tions may be indecipherable by the monitoring system 12. For
example, the data content, header and/or other information
(e.g., device ID, configuration information of the wireless
device 14) of the wireless communications may be encrypted
or otherwise not readable or accessible by the monitoring
system 12. By way of example, UMTS and WCDMA utilize
encryption where call details such as identification informa-
tion of a communicating device may be indecipherable to
monitoring system 12. At least some of the below-described
embodiments permit authentication operations described
herein to be performed even though wireless communications
of the wireless device 14 received by monitoring system 12
may be encrypted or otherwise indecipherable to monitoring
system 12.

In some geographical locations, breaking the encryption
and decoding the information being communicated via wire-
less communications may be considered wiretapping and,
thus, may be against the law. In some embodiments, node



US 8,737,965 B2

11

device 16 and/or management device 30 (depending on the
configuration of monitoring system 12) may be configured to
implement communications with an external device, such as
a communications device of a telecommunications provider
orcarrier 60 in an attempt to decipher encrypted identification
information from wireless device 14. Such a configuration
may avoid the legal entanglements of potential wire tapping.
In one embodiment, telecommunications provider 60 may be
a wireless communications provider, such as a cellular tele-
communications provider configured to implement cellular
communications between plural devices including wireless
device 14 using a wireless network of the telecommunica-
tions provider 60.

If the identity of wireless device 14 cannot be directly
determined by the monitoring system 12 from the received
wireless communications because the received wireless com-
munications are indecipherable (e.g., header information of
the wireless communications is encrypted), the monitoring
system 12 may be configured to implement communications
with telecommunications provider 60 to determine the iden-
tity of the wireless device 14. In some embodiments, the
monitoring system 12 is configured to forward indecipher-
able wireless communications which were received by moni-
toring system 12 to telecommunications provider 60 for
authentication and to determine the identity of the wireless
device 14. In one embodiment, monitoring system 12 may be
configured to decode part of the wireless communications
received from wireless device 14 identifying the appropriate
telecommunications provider 60 to which the wireless com-
munications are to be forwarded to even though other por-
tions of the wireless communications are indecipherable to
the monitoring system 12 (e.g., identification information of
the wireless device 14). The wireless communications for-
warded to the telecommunications provider 60 may or may
not be modified by the monitoring system 12.

The telecommunications provider 60 may be configured to
decode and process (e.g., decrypt) received wireless commu-
nications and to provide reply information, including at least
a portion of the indecipherable communications, which may
include identification information, to the monitoring system
12 in a decipherable format. The monitoring system 12 may
then uniquely identify the wireless device 14. In some
embodiments, monitoring system 12 may not include a man-
agement device 30 and node device 16 is configured to com-
municate with the telecommunications provider 60. In
embodiments where management device 30 is present within
monitoring system 12, a node device 16 may forward wireless
communications received by the node device 16 to manage-
ment device 30 and management device 30 may be config-
ured to forward the wireless communications to the telecom-
munications provider 60. In other embodiments, the node
device 16 may be configured to forward wireless communi-
cations to the telecommunications provider 60 and to forward
any reply information from the telecommunications provider
60 to the management device 30. In still other embodiments,
the node device 16 may forward wireless communications to
the telecommunications provider 60, and the telecommuni-
cations provider 60 may then communicate reply information
to the management device 30.

In one embodiment, the communications module 20 (FIG.
2) of the node device 16 (or management device 30) is con-
figured to implement communications with telecommunica-
tions provider 60 to determine the identity of the wireless
device 14. For example, the node device 16 (or management
device 30) may be configured as described with reference to
FIGS. 3 and 4 above, in which the communications module
20 includes a Telco communication module 38. In one pos-
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sible configuration, the communications module 20 may
receive the wireless communications from the wireless
device 14 and forward the received wireless communications
to an appropriate communications device of the telecommu-
nications provider 60 which is configured to receive the com-
munications. In some example embodiments, the operator of
monitoring system 12 is a different entity than the telecom-
munications provider 60 and an arrangement exists where the
monitoring system 12 is to forward indecipherable wireless
communications to the telecommunications provider 60 in an
attempt to learn the identity of the wireless device 14. In other
embodiments, the monitoring system 12 may be a part of the
telecommunications provider 60 and the telecommunications
provider 60 may have a dedicated department to service
inquiries from the monitoring system 12. Other arrangements
are also contemplated within the scope of the invention.

In one embodiment, the wireless communications from the
wireless device 14 detected by the monitoring system 12 and
the communications of the monitoring system 12 with the
telecommunications provider 60 occur over respective inde-
pendent communications links (e.g., the wireless communi-
cations may comprise RF signals received by the monitoring
system 12 and the communications of the monitoring system
12 and the telecommunications provider 60 may occur over
the Internet in one embodiment). Other embodiments and
configurations for communicating with the telecommunica-
tions provider 60, including forwarding the received commu-
nications to the telecommunications provider 60, are also
possible.

Telecommunications provider 60 is authorized and capable
of deciphering the wireless communications emitted from the
wireless device 14, received by the monitoring system 12 and
which are forwarded to telecommunications provider 60. In
particular, the telecommunications provider 60 may decrypt
header information of the wireless communications to obtain
identification information of the wireless device 14. In one
embodiment, the telecommunications provider 60 communi-
cates the identification information (e.g., device ID, device
configuration information) to the communications module 20
(FIG. 2) of the monitoring system 12.

In operation, according to one embodiment, an individual
node device 16 may monitor for, and detect the presence of,
one or more wireless devices 14 at one or more monitored
areas 10. The node device 16 may obtain identification infor-
mation regarding the wireless devices 14. In particular, the
node device 16 may interrogate the detected wireless device
14 by generating a communication to the wireless device 14
requesting the identification information and the node device
16 may receive one or more responsive communications or
replies therefrom. If the identity of wireless device 14 cannot
be directly determined by the monitoring system 12 from the
received wireless communications (e.g., header information
of'the wireless communications is encrypted), the monitoring
system 12 may implement communications with telecommu-
nications provider 60 to determine the content of the identi-
fication information of the wireless device 14. The identifi-
cation information of the wireless device 14 may be
communicated from the telecommunications provider 60 to
the node device 16 and/or the management device 30. The
node device 16 may communicate the reply from either the
wireless device 14 or the telecommunications provider 60,
depending on the embodiment, to management device 30. In
some embodiments, the communication from node device 16
to management device 30 may be encrypted and communi-
cated over a secure communication channel (e.g., using an
internal network, intranet or Internet).
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Storage media of management device 30 may include a
stored database comprising identification information regard-
ing authorized wireless devices 14. The processing circuitry
22 of the management device 30 may determine if the iden-
tification information received from a node device 16 indi-
cates an appropriate wireless device 14 by comparing the
obtained identification information with the stored identifi-
cation information regarding one or more authorized wireless
devices 14. If the identification information does not indicate
an appropriate wireless device 14, the management device 30
may provide an alarm or other indication and/or communi-
cate a reply to the respective node device 16 which may
provide an alarm or other indication that the wireless device
14 is not authorized. In one embodiment, a node device 16
may also control a lock to preclude access to the monitored
area 10 if a wireless device 14 is unauthorized.

If management device 30 does recognize the wireless
device 14 as being authorized using the identification infor-
mation, the management device 30 may extract authentica-
tion data (e.g., stored configuration information) for the
respective wireless device 14. Processing circuitry 22 of the
management device 30 may compare at least a portion or item
of the stored authentication data with the device authentica-
tion data received from the wireless device 14. Management
device 30 and/or the respective node device 16 may generate
an alarm or other indication if the stored authentication data
and device authentication data differ.

Otherwise, if the stored authentication data and device
authentication data match, the management device 30 may
communicate an authorized signal to the respective node
device 16. The node device 16 may generate an indication that
the wireless device 14 is authorized or do nothing and permit
the presence of the wireless device 14 in the monitored area
10. Communications between the node devices 16 and the
management device 30 may be authenticated or verified in
some embodiments, and failure of authentication or verifica-
tion may result in the identification of a wireless device 14 as
unauthorized.

In another embodiment, an external device 40 may be
present. As mentioned previously, the monitoring system 12
and external device 40 may correspond to different organiza-
tions in some embodiments. The external device 40 may be
implemented as a corporate PED server in one possible
implementation and the external device 40 may have been
previously enrolled/approved as a participating member of
the coverage network of monitoring system 12. One possible
enrollment process may be established using secure keying
and authentication data shared between the management
device 30 and the external device 40.

As described above, an individual node device 16 may
monitor for and detect the presence of wireless devices 14 at
one or more monitored areas 10. The node device 16 may
interrogate the detected wireless device 14 and receive replies
from the wireless device 14. In some embodiments, the node
device 16 may forward the replies to the telecommunications
provider 60 for decoding. The node device 16 or the telecom-
munications provider 60 may communicate the reply to the
management device 30. The communication from node
device 16 to management device 30 and/or from the telecom-
munications provider 60 to the node device 16 or manage-
ment device 30 may be encrypted in one embodiment. The
management device 30 may use the corporate PED server
identifier to route the communication to the respective exter-
nal device 40 corresponding to the appropriate corporate PED
server, and for example, using a respective wireless network
50 and wireless service provider 52 in one embodiment. In
one embodiment, management device 30 may verify that the
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external device 40 is a subscribing member. If not, manage-
ment device 30 and/or the respective node device 16 may
generate an alarm or other appropriate indication that the
wireless device 14 is unauthorized. The communications
from node device 16 to management device 30 and to external
device 40 may be encrypted and communicated over secure
communication channels in one embodiment. For example,
management device 30 may sign communications prior to
communication thereof to external device 40. Management
device 30 may also include an identifier of itself in the com-
munication to external device 40 in one embodiment.

In one arrangement, the external device 40 may reside on a
corporate internal network inside a firewall of the respective
organization of the external device 40. In one embodiment,
the communication to the external device 40 may be trans-
mitted using the wireless network 50 and wireless service
provider 52 associated with the respective wireless device 14
and the internet 54 to provide connection to the external
device 40, for example, embodied as a corporate PED server.

Upon receipt, external device 40 may verify signatures of
the wireless device 14, node device 16, and/or management
device 30. Storage media 24 accessible by external device 40
may include a database comprising information regarding
authorized wireless devices 14 associated with the organiza-
tion of the CPS and seeking to gain entry into one of the
monitored areas 10 of the organization associated with the
monitoring system 12. The processing circuitry 22 of the
external device 40 may determine if the identification infor-
mation indicates an appropriate wireless device 14. In at least
some embodiments, the processing circuitry 22 of the exter-
nal device 40 may determine if the identification information
indicates an appropriate wireless device by comparing the
device identification information with stored information. If
the identification information does not indicate an appropri-
ate wireless device 14, the external device 40 may provide an
alarm or other indication and/or communicate a reply to the
management device 30 and respective node device 16, each of
which may provide an alarm or other indication that the
wireless device 14 is not authorized.

If external device 40 does recognize the wireless device 14
as being authorized, the external device 40 may extract stored
authentication data (e.g., configuration information) for the
respective device 14. Processing circuitry 22 of the external
device 40 may compare the stored authentication data with
the device authentication data received from the wireless
device 14. The external device 40 may generate an alarm or
other indication if the stored authentication data and device
authentication data differ and/or communicate a reply to the
monitoring system 12. Management device 30 and/or the
respective node device 16 may also generate an alarm or other
appropriate indication responsive to the reply from external
device 40.

Otherwise, if the wireless device 14 is authorized (e.g.,
stored authentication data and device authentication data
match) and all authentications are verified, the external device
40 may communicate an authorized signal to the management
device 30 of the respective monitoring system 12. The man-
agement device 30 may verify or authenticate the authorized
signal received from external device 40 and provide an autho-
rized response to node device 16. In one embodiment, a
secure data channel (e.g., encrypted data packets, digital sig-
natures, public key infrastructure, etc.) intermediate devices
30 and 40 and/or devices 16 and 30 is used for communica-
tions and incoming packets are decrypted and their signatures
checked to verify communications intermediate devices 30
and 40 and/or devices 16 and 20. Communications between
devices 16 and 30 and devices 30 and 40 may be authenticated
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or verified in one embodiment and failure of authentication or
verification may result in the identification of a wireless
device 14 as unauthorized. In response to the authorizations
from the devices 30 and 40, the management device 30 and/or
node device 16 may generate an indication that the wireless
device 14 is authorized or do nothing and permit the presence
of the wireless device 14 in the monitored area 10.

According to an additional embodiment of a monitoring
system 12, management device 30 or external device 40 may
maintain a list of monitored areas 10 (e.g., of an organization)
where a given wireless device 14 is authorized to be present.
The communications to management device 30 and external
device 40 may include an identifier of the respective node
device 16 which detected the presence of the wireless device
14. Processing circuitry of device 30 and/or 40 may authen-
ticate the identifier of node device 16 and/or compare the
identifier of the node device 16 with the list of authorized
monitored areas 10 for the respective wireless device 14 and
may initiate an alarm or other indication as described herein
if the wireless device 14 is unauthorized at the respective
monitored area 10 in which it is present.

In another embodiment, external device 40 may initiate a
communication apart from monitoring system 12 to the wire-
less device 14 (e.g., using the wireless network 50). The
communication may request an identifier of the node device
16 and/or management device 30 which was communicated
from the node device 16 to the wireless device 14 during the
interrogation. The wireless device 14 communicates the iden-
tifier of the node device 16 and/or management device 30 to
the external device 40 which may use the identifier to authen-
ticate components of the monitoring system 12. An alarm or
other indication may be generated by node device 16, man-
agement device 30 and/or external device 40 if the identifiers
of the monitoring system 12 processed by the external device
40 do not match.

As discussed herein and according to some embodiments,
the apparatus and methods of the disclosure may be used to
verify that wireless devices 14 which are or are attempted to
be brought into a monitored area are permitted to be present in
that monitored area. The apparatus and methods may be used
in one embodiment to verify that wireless devices 14 have not
been altered, for example, to include malware or other system
modifications. The apparatus and methods may be used in one
embodiment to sound an alarm or other indication if non-
approved or surreptitiously modified wireless devices 14 are
present at a monitored area 10. According to various embodi-
ments of the disclosure, information is provided whether the
configuration of a wireless device 14 has been changed and/or
whether the wireless device 14 is permitted access to one or
more monitored areas 10. Approved wireless devices 14 may
be brought into and operated within monitored areas 10 while
providing information as to whether wireless devices 14 have
been modified, perhaps maliciously, according to some
embodiments of the disclosure.

As discussed above, monitoring system 12 may communi-
cate with a wireless device 14 to implement one or more
authentication functions in one embodiment (e.g., via inter-
rogation and response signals in one embodiment). In some
embodiments, monitoring system 12 may establish additional
communications with the wireless device 14. By way of
example and not limitation, the monitoring system 12 may
use SMS or OTA messages of the telecommunications pro-
vider 60 to implement the additional communications. In one
embodiment, the additional communications are independent
of the wireless communications initially sent by the wireless
device 14 and detected by the monitoring system 12 (e.g.,
independent of cellular network communications of the wire-
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less device 14 and the telecommunications provider 60). For
example, node device 16 of the monitoring system 12 may
establish communications with the wireless device 14 via a
Bluetooth connection or using near field communications in
some embodiments. Other embodiments for implementing
the additional communications are possible. The communi-
cations intermediate the monitoring system 12 and wireless
device 14 may include the interrogation and response signals
discussed above in one embodiment. Initial wireless commu-
nications from the wireless device 14 detected by the moni-
toring system 12 and other wireless communications inter-
mediate the wireless device 14 and monitoring system 12 may
be communicated using respective independent communica-
tions links in one embodiment.

FIG.7is aflow diagram illustrating a method of identifying
a wireless device as authorized or unauthorized according to
one embodiment. Other methods are possible including more,
less, and alternative acts. A wireless device brought into a
monitored area is detected by a node device adjacent to the
monitored area 710. The node device may query or interro-
gate the detected wireless device for information 712. The
node device obtains a response from the wireless device
including identification information 714. The response may
include identification information comprising, for example, a
unique device identifier, an indicator whether the device 14 is
enrolled in a corporate serve and an identification of the
corporate PED server (if appropriate), etc. In addition, the
node device may obtain authentication data (e.g., device con-
figuration information). The device may be identified as
unauthorized if no response is received. The wireless device
may be determined as authorized or unauthorized at the moni-
tored area based on the obtained identification information
and/or the obtained authentication data. For example, the
device identification information and/or device authentica-
tion data are analyzed 716. The analysis may comprise com-
paring the device identification information and/or device
authentication data with stored identification information
and/or stored authentication data. A device may be identified
as unauthorized if any of the device identification information
or device authentication data fails to be verified or authenti-
cated during the analysis. In response to the analysis, the
wireless device may be identified as one of authorized and
unauthorized and be permitted or precluded from entry into
the monitored area 718.

FIG. 8 is a flow diagram illustrating one embodiment of a
method of identifying whether a wireless device which uti-
lizes encrypted wireless communications is authorized to be
present at a monitored location. Other methods are possible
including more, less and/or different acts. The monitoring
system detects the presence of a wireless device within a
monitored area 810. For example, in one embodiment, the
monitoring system receives wireless communications from
the wireless device during communications of the wireless
device with an associated wireless network (e.g., cellular
network). The wireless device may be located within a moni-
tored area by the monitoring system. In one example, the
monitoring system is configured to monitor a doorway into a
room and the monitoring system is configured to detect the
wireless communications of a wireless device present within
the doorway.

The monitoring system may receive identification infor-
mation from the wireless device. The identification informa-
tion may be received in response to an interrogation or a
communication requesting the identification information.
The monitoring system may determine that at least some
content of the wireless communications is indecipherable to
the monitoring system. For example, identification informa-
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tion of the wireless device cannot be ascertained from the
wireless communications received by the monitoring system.
The monitoring system operates to forward the wireless com-
munications externally of the monitoring system to a provider
of the wireless network used by the wireless device or a
telecommunications provider in one embodiment 812.

The monitoring system receives identification information
from the provider (or other source) which uniquely identifies
the wireless device 814, and the monitoring system uses the
identification information to determine whether the wireless
device is authorized or unauthorized to be present at the
location being monitored by the monitoring system 816. For
example, the monitoring system may compare the received
identification information with identification information
stored within the monitoring system which identifies one or
more devices authorized to be present at the monitored loca-
tion. The monitoring system may implement interrogation
operations with respect to the wireless device, as described
above, and may indicate whether the wireless device is autho-
rized responsive to the interrogation operations. The moni-
toring system may indicate the determined status of the
authorization of the wireless device with respect to the loca-
tion being monitored in one embodiment.

While certain embodiments have been described and
shown in the accompanying drawings, such embodiments are
merely illustrative and not restrictive of the scope of the
invention, and this invention is not limited to the specific
constructions and arrangements shown and described, since
various other additions and modifications to, and deletions
from, the described embodiments will be apparent to one of
ordinary skill in the art. Thus, the scope of the invention is
only limited by the literal language, and legal equivalents, of
the claims which follow.

What is claimed is:

1. A monitoring device, comprising:

a communications module configured to detect the pres-
ence of a wireless device within a monitored area upon
the wireless device being within wireless communica-
tions proximity to the monitoring device, transmit a first
wireless communication to the wireless device in
response to detecting the presence of the wireless device
in the monitored area, the first wireless communication
including an authentication identifier used by the wire-
less device to authenticate the monitoring device,
receive a second wireless communication from the wire-
less device in response to the wireless device receiving
the first wireless communication, the second wireless
communication including an encrypted device identifier
used by the monitoring device to authenticate the wire-
less device, forward the encrypted device identifier to at
least one of a telecommunications provider and a man-
agement device, and receive the device identifier from
the telecommunications provider in an unencrypted for-
mat;

processing circuitry coupled with the communications
module and configured to process the device identifier
received from the at least one telecommunications pro-
vider and management device in an unencrypted format
to determine whether the wireless device is authorized or
unauthorized to be present at the monitored area; and

an indication module configured to generate an indication
regarding the presence of the wireless device when the
wireless device is unauthorized to be present at the
monitored area and provide the indication to a user of the
monitoring device other than a user of the wireless
device, the indication being at least one of a silent alarm,

a visual alarm, and an audible alarm.
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2. The monitoring device of claim 1, further comprising
storage media configured to store information, and wherein
the processing circuitry is configured to use the stored infor-
mation to determine whether the wireless device is authorized
or unauthorized to be present at the monitored area.

3. The monitoring device of claim 2, wherein the stored
information comprises at least one of identification informa-
tion and authentication data of one or more authorized wire-
less devices.

4. The monitoring device of claim 1, wherein the second
wireless communication includes configuration data indicat-
ing a present configuration of the wireless device.

5. The monitoring device of claim 1, wherein the commu-
nications module is configured to communicate the wireless
communications to at least one other monitoring device con-
figured to determine whether the wireless device is authorized
or unauthorized.

6. The monitoring device of claim 1, wherein the commu-
nications module is configured to receive the wireless com-
munications from at least one other monitoring device.

7. The monitoring device of claim 1, wherein the commu-
nications module is configured to forward the wireless com-
munications to an external device to determine whether the
wireless device is authorized or unauthorized.

8. The monitoring device of claim 1, wherein the wireless
device is associated with a user and the first wireless commu-
nication includes a request for identification information
associated with the user and the second wireless communi-
cation includes the requested identification information asso-
ciated with the user, further wherein the processing circuitry
is configured to process the requested identification informa-
tion to determine whether the user associated with the wire-
less device is authorized or unauthorized to be present at the
monitored area.

9. A wireless device monitoring system, comprising:

at least one monitoring device comprising:

a communications module configured to detect the pres-
ence of wireless communications of a wireless device
within a monitored area upon the wireless device being
within wireless communications proximity to the at least
one monitoring device, transmit a first wireless commu-
nication from the at least one monitoring device to the
wireless device in response to detecting the presence of
the wireless device in the monitored area, and receive a
second wireless communication from the wireless
device located within the monitored area in response to
the wireless device receiving the first wireless commu-
nication, the second wireless communication including
an encrypted device identifier used by the monitoring
device to authenticate the wireless device, forward the
encrypted device identifier to at least one of a telecom-
munications provider and a management device, and
receive the device identifier from the telecommunica-
tions provider in an unencrypted format;

processing circuitry coupled with the communications
module and configured to process the device identifier
received from the at least one telecommunications pro-
vider and management device in an unencrypted format
to determine whether the wireless device is authorized or
unauthorized to be present at the monitored area; and

an indication module configured to generate an indication
regarding the presence of the wireless device when the
wireless device is unauthorized to be present at the
monitored area and provide the indication to a user of the
monitoring device other than a user of the wireless
device, the indication being at least one of a silent alarm,
a visual alarm, and an audible alarm.



US 8,737,965 B2

19

10. The system of claim 9, wherein the communications
module is configured to receive the wireless communications
directly from the wireless device.
11. The system of claim 9, wherein the communications
module is configured to receive the wireless communications
of the wireless device from at least one other monitoring
device.
12. The system of claim 11, wherein the at least one other
monitoring device comprises at least another communica-
tions module configured to:
detect the wireless communications of the wireless device;
output communications to the wireless device and receive
wireless communications from the wireless device
responsive to the output communications; and

communicate the wireless communications to the at least
one monitoring device.

13. The system of claim 9, further comprising at least one
storage medium configured to store information, and wherein
the processing circuitry is configured to use the stored infor-
mation to determine whether the wireless device is authorized
or unauthorized to be present at the monitored area.

14. The system of claim 13, wherein the stored information
comprises at least one of identification information and
authentication data regarding at least one authorized wireless
device.

15. The system of claim 9, wherein the wireless device is
associated with a user and the first wireless communication
includes a request for identification information associated
with the user and the second wireless communication
includes the requested identification information associated
with the user, further wherein the processing circuitry is con-
figured to process the requested identification information to
determine whether the user associated with the wireless
device is authorized or unauthorized to be present at the
monitored area.

16. A method comprising:

detecting, by a monitoring device, a wireless device within

a monitored area upon the wireless device being within
wireless communications proximity to the monitoring
device;
transmitting from the monitoring device a first wireless
communication to the wireless device in response to
detecting the presence of the wireless device in the
monitored area, the first wireless communication
including an authentication identifier used by the wire-
less device to authenticate the monitoring device;

receiving, at the monitoring device, a second wireless com-
munication from the wireless device in response to the
wireless device receiving the first wireless communica-
tion, the second wireless communication including an
encrypted device identifier;

forwarding, by the monitoring device, the encrypted device

identifier to at least one of a telecommunications pro-
vider and a management device;

receiving, by the monitoring device, the device identifier in

an unencrypted format from the at least one telecommu-
nications provider and management device;
determining, by the monitoring device, whether the wire-
less device is authorized or unauthorized to be present at
the monitored area using the device identifier received
from the at least one telecommunications provider and
management device in an unencrypted format in
response to the obtained identification information; and
generating, by the monitoring device, an indication regard-
ing the presence of the device when the wireless device
is unauthorized to be present at the monitored area, the
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indication being at least one of a silent alarm, a visual
alarm, and an audible alarm; and

providing, by the monitoring device, the indication to a

user of the monitoring device other than a user of the
wireless device.
17. The method of claim 16, wherein detecting the wireless
device comprises scanning frequencies of use of the wireless
device.
18. The method of claim 16, further comprising determin-
ing that the wireless device is unauthorized upon failure of the
wireless device to provide the at least one responsive com-
munication.
19. The method of claim 16, wherein obtaining identifica-
tion information regarding the wireless device comprises
obtaining information regarding at least one of a unique
device identifier, an indicator whether the wireless device is
enrolled in a corporate personal electronic devices (PED)
server, and an identification of the corporate PED server for
the wireless device.
20. The method of claim 16, wherein obtaining identifica-
tion information regarding the wireless device comprises:
receiving, by the monitoring device, at least one indeci-
pherable communication from the wireless device;

forwarding, by the monitoring device, the at least one inde-
cipherable communication to the at least one telecom-
munications provider and management device; and

receiving, by the monitoring device, identification infor-
mation regarding the wireless device from the at least
one telecommunications provider and management
device.

21. The method of claim 16, wherein determining whether
the wireless device is authorized or unauthorized comprises
comparing the obtained identification information from the
wireless device with stored information.

22. The method of claim 16, wherein determining whether
the wireless device is authorized or unauthorized comprises:

communicating, by the monitoring device, with an external

device in order to access information accessible by the
external device; and

comparing, by the monitoring device, the at least some of

the identification information with information acces-
sible by the external device.

23. The method of claim 16, further comprising:

obtaining, by the monitoring device, device authentication

data relating to the wireless device;

accessing, by the monitoring device, a data storage device

storing authentication data for the wireless device
thereon;

comparing, by the monitoring device, the obtained device

authentication data with authentication data stored on
the data storage device; and

determining, by the monitoring device, if the wireless

device is authorized or unauthorized responsive to the
comparing.

24. The method of claim 16, wherein the wireless device is
associated with a user and the first wireless communication
includes a request for identification information associated
with the user and the second wireless communication
includes the requested identification information associated
with the user, the method further comprising:

processing, by the monitoring device, the requested iden-

tification information to determine whether the user
associated with the wireless device is authorized or
unauthorized to be present at the monitored area.

25. A method comprising:

interrogating, by a monitoring device, a wireless device

located in a monitored area;
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receiving, by the monitoring device, at least one reply from
the wireless device responsive to the interrogating the
wireless device, wherein the at least one reply from the
wireless device includes an encrypted device identifier;

forwarding, by the monitoring device, the encrypted device
identifier to at least one of a telecommunications pro-
vider and a management device;
receiving, by the monitoring device, the device identifier in
an unencrypted format from the at least one telecommu-
nications provider and management device;

determining, by the monitoring device, whether the wire-
less device is authorized or unauthorized to be present at
the monitored area using the device identifier received
from the at least one telecommunications provider and
management device in an unencrypted format, the deter-
mining being in compliance with the security protocol;

generating, by the monitoring device, an indication regard-
ing the presence of the wireless device when the wireless
device is unauthorized to be present at the monitored
area, the indication being at least one of a silent alarm, a
visual alarm, and an audible alarm; and

providing, by the monitoring device, the indication to a

user of the monitoring device other than a user of the
wireless device.

26. The method of claim 25, wherein interrogating a wire-
less device comprises requesting at least one of identification
information of the wireless device and authentication data of
the wireless device.

27. The method of claim 25, wherein receiving at least one
reply from the wireless device responsive to the interrogating
the wireless device comprises receiving at least one indeci-
pherable reply from the wireless device, and further compris-
ing:
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forwarding, by the monitoring device, the at least one inde-
cipherable reply to the at least one telecommunications
provider and management device; and

receiving, by the monitoring device, the at least one reply in

a decipherable format from the at least one telecommu-
nications provider and management device.

28. The method of claim 25, wherein determining whether
the wireless device is authorized or unauthorized to be present
at the monitored area comprises comparing the at least one
received reply with information stored on a data storage
device communicatively coupled to the monitoring device.

29. The method of claim 25, wherein determining whether
the wireless device is authorized or unauthorized comprises:

communicating, by the monitoring device, with an external

device in order to access information accessible by the
external device; and

comparing, by the monitoring device, the at least a portion

of the at least one received reply from the wireless device
with information accessible by the external device.

30. The method of claim 25, wherein the wireless device is
associated with a user and the interrogation includes a request
for identification information associated with the user and the
at least one reply includes the requested identification infor-
mation associated with the user, the method further compris-
ing:

processing, by the monitoring device, the requested iden-

tification information to determine whether the user
associated with the wireless device is authorized or
unauthorized to be present at the monitored area.

* * * * *



